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Instalacion OPC en computadora

2 Windows PowerShell X [&%] Simbolo del sistema

Getting requirements to build wheel ... done

Preparing metadata (pyproject.toml) ... done
Collecting lxml (from opcua)

Downloading lxml-5.3.2-cp311-cp31l1l-win_amd6l.whl.metadata (3.7 kB)
Requirement already satisfied: python-dateutil in c:\users\192872\appdata\locall\packages\pythonsoftwarefoundation.python

.11_gbz5n2kfra8p®\localcache\local-packages\python311\site-packages (from opcua) (2.9.0.post®)
Requlrement already satisfied: pytz in c:\users\192072\appdata\local\packages\pythonsoftwarefoundation.python.3.11_gbz5n
2kfra8p@\localcache\local-packages\python311\site-packages (from opcua) (2025.2)
Requirement already satisfied: six>=1.5 in c:\users\192072\appdata\local\packages\pythonsoftwarefoundation.python.3.11_q
bz5n2kfra8pB\localcache\local-packages\python311\site-packages (from python-dateutil-=opcua) (1.17.0)
Downloading lxml-5.3.2-cp311l-cp311l-win_amd6l.whl (3.8 MB)
eta

Building wheels for collected packages: opcua

Building wheel for opcua (pyproject.toml) ... done (I

Created wheel for opcua: filename=opcua-0.98.13-py3-none-any.whl size=628189 sha256=22daa652a3856e625UfTefc7a2f93U7+58 F)IF) IF]SStEill ()F)()LJER
6b6cB8fcc98+8382cB8bbBfb25%elaa

Stored in directory: c:\users\192072\appdata\local\[EIErra\pythonsoftwarefoundation.python.3.11_gbz5n2kfrag8p®\localca
che\local\pip\cache\wheels\bB\6b\584\59e5a97aa96b6a6281UeliBel2+987al10dfL98075Uf5ed56Ule
Successfully built opcua
Installlng ecllected paekageS' opcua

der adding this directo o PATH or, if
Successfully installed 1lxml-5.3.2 opcua-0.98.13

[ 1 A new release of pip is available:
[ 1 To update, run:

PS C:\Users> |



Inicializar cliente de OPC

4 FreeOpcUa Client = a x
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C:\Users\192072\AppData\Local\Packages\PythonSoftwareFoundation.Python.3.11_gbz5n2kfra8p0\Local
Cache\local-packages\Python311\Scripts



Configuracion de TIA PORTAL S7-1500

T4 Siemens - C:WUsers\19207 2\Documents\Automation\OPC_try\OPC_try
dit Vi I s Wind | b Bzt
Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
# [ ¥ mEGER £l Be A ] : 5
UF (% [l saveproiect & X X O 5 MEER F coonline WM X 0 PORTAL Export OPC UA XML file of the standard SIMATIC server interface
U OPC_try » PLC_1[CPU 1516-3 PN/DF] - EX
Devices [&° Topology view [y Network view  [[IY Device view || [E} Note: |The OPC UA server provides access to all PLC tags and DB variables which are marked as "Accessible from HMIDPC
" T 5
] & [PLC_1 [CPU15163 PIDF] | =i | [Device overview | Fi clients.
2
2 2] Module H
- [ 0Pty ~ K
” g
I Add new device = 8
a Devices & networks i D ey [E E
PLC_1 [CPU 1516-3 PN/DF] A 8l B [« Export array elements as separate nodes
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%/ Online & diagnastics DI32a b
» g8 Software units w0 o 1 2 3 4 5 6 0Q32x =}
» gl Program blocks Rail0 ) 5 EXpaEiAGaMANkistls
» [3 Technology objects 1 = = A
- S
» [ Bxtemal source files °
< i 3] [100% = —— <[ > :
» (g PLCtags e a3 E Client
» [ PLCdata types g Properties %} Info_i| %] Diagnostics
b [52 Watch and force tables &
Dl || General | 10tags | Systemconstants | Texts | p > General
[ Online backups Y N
b @ Taces » PROFINETinterisce [X1] OFCUA i Accessibility of the client
» (25 OPCUA communication ) FROFINET interiace 2] -
b . Device proxy date » DPinterfzce [x3] Generl u.-J
#§ Program info Startup OPC UA application name 4 [ Activate OPC UA client
PLC supervisions & alarms. cele g
0= 5
e v S Communication load Application name: [SIMATIC.57-1500.0PC-UA Application:PLC_1 i
Local modules System and clock memery -
b i Ungrouped devices SIMATIC Memory Card General user management
b =g Securitysettings » System diagnostics
phticonnandt PLCalarms Note: [Usermanagement via the project security settings is only enabled if the project status is set to protected with the settings options of the security settings.
» [Z]) Documentation settings Y
» [ Languages & resources DINS configuration = 3 = = =
» [39 Oriine access oty g |ngpames Hi..lnfo yHL Diagnostics
» [ Card Reader/UsB memory Wultilingual support W J General H 10 tags ‘l System constants H Texts
Time of day Q_ [ZEnsble sdditional user mansgement vis project security settings » General The global security settings for the certificate manager are not enabled
b Protection & Segu b TR = Onlylimited functionality is available.
» OPCUA Sewer } PROFINETinteriace DXzl The server certificate is used to verify the servers identitywhen itis accessed and to enable endpoint security.
~ | Details view » System power supply "5 .
e S —— > General b EFm ez (]
Connection resources - Sy
Overview of addresses Accessibllity of the server cycle Server certificate: | PLC-1/0PCUA-1-1
e Isochronous mode &) Activate OPC UA server Communication load
» Runtime licenses [ System and clock memary Security policies
Server addresses SIMATIC Memory Card
» System diagnostics Note: |When the "No security’ security policy is activated, any OPC UA client can still connect using this setting, regardless of any security settings that follow.
Address (_- PLC alarms
opcicp:il192.168.0.1:4840 b Web server
opcitcp:il192.168.1.1:4840 DNS configuration
Display Security policies available on the server:
{ Portal view Multiingual support i
Time of day Actiiae sec.. Name
v
} Protection & Security Ne security
» OPCUA Basic128R:a15 -Sign

Basic128Rsa 15 - Sign & Encrypt
Basic256 - Sign
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Para el paso 4 revisar la conexion

Connection resources Basic256 - Sign & Encrypt
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Basic2565ha256 - Sign & Encrypt

Overview of addresses
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NRREO0E :?

Trusted clients



PLC_1 [CPU 1516-3 PN/DP]
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from flask import Flask, jsonify, request, render_template
import json
from opcua import Client # Asegurate de tener instalada la

biblioteca python-opcua

app = Flask(__name_ )

DB_FILE = 'Web/Reportes/Teoria/T6/assets/simple_scada/db.json’
# Configura aqui el endpoint OPC (ajusta lLa IP y puerto segun
tu entorno)

OPC_ENDPOINT = "opc.tcp://localhost:4840"

def read_db():

with open(DB_FILE, 'r"', ='utf-8") as f:
return json.load(f)
def write_db( ):
with open(DB_FILE, 'w', ='utf-8") as f:
json.dump(data, f, =4)
def opc_set_value( B ):

"""Envia el valor al PLC via OPC UA."""
try:
client = Client(OPC_ENDPOINT)
client.connect()
node = client.get_node(node_id)
node.set_value(value)
client.disconnect()
print(f"OPC: Se envido value a node_id ")
return
except Exception as e:
print("Error escribiendo en OPC:", e)

return

def opc_read_value( ):

"""Lee el valor del PLC via OPC UA."""

try:
client = Client(OPC_ENDPOINT)
client.connect()
node = client.get_node(node_id)
value = node.get_value()
client.disconnect()
print(f"OPC: Se leyo value de node_id ")
return value

except Exception as e:
print("Error leyendo desde OPC:", e)

return

@app.route('/")
def index():

return render_template('index.html")

@app.route('/api/data’,
def get_data():

=['GET'])

# Intentamos leer el valor actual del foco desde el PLC
opc_value = opc_read_value("ns=2;s=PLC1.Foco")
data = read_db()
if opc_value is not

data['foco'] = opc_value

write_db(data)
print("GET /api/data - Estado actual del foco:", data)
return jsonify(data)

Ver codigos completos en Github

@app.route('/api/foco’,

if __name__ == '__main__':

=['POST'])

def update_foco():
req_data = request.get_json()
print("POST /api/foco - Datos recibidos:", req_data)

if 'foco' in req_data:

data = read_db()

data['foco'] = req_data['foco']

# Se envia el nuevo valor al PLC mediante OPC UA

if opc_set_value("ns=2;s=PLCl.Foco", req_data['foco']):
print("Llamada OPC exitosa")

else:
print("Error en la llamada OPC")

write_db(data)

print("Foco actualizado a:", req_data['foco'])

return jsonify({"status": "success", "foco": data['foco']})

else:

print("Error: No se recibié el parametro 'foco'")

return jsonify({"status": "error", "message": "Parametro 'foco’

no recibido"}),

app.run( = )


https://github.com/JPHAJP/Simens_PLC_Comms/tree/main/Web/Reportes/Teoria/T6/assets/simple_scada

"\ -
el P L et Bl

Wt e

M

Sl A~F |

- i
P L i
'

bt | A

g v

Cantome

LR Gy G

TR 1T GO
&
!
|

!

OO IO O T C

T Lt
- i
R



Documentacion para
TIA PORTAL 15.1
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